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ZSILAK, BALAZS ZOLTAN

Manipulation on duty — Social Engineering and
Police Science!

Social engineering, or psychological manipulation

“Social engineering” [pronounced: soufl end3r niarm] is an English term
defined by author and IT security consultant Christopher Hadnagy as “the
act of manipulating a person to take an action that may or may not be in the
target’s best interest”2. In Hungarian literature and the field of IT security,
the term ,,psychological manipulation” is often used, but in my opinion, it
does not fully encompass the meaning of the term “social engineering”, and
therefore in this paper, I use the English term ,,social engineering” instead
of ,,psychological manipulation” to refer to this discipline.

When examining the field of social engineering, it is worth noting the
words used in Hadnagy’s definition. To begin with, he refers to this act as
,manipulating”, which indicates that social engineering does not ,,force”
someone to do something at all, it merely suggests, guides, and negotiates.
The next element to be highlighted in the definition is about ,,an action”,
which suggests that the application of social engineering is active, not in-
advertently applied. However, the final and perhaps most important ele-
ment of the definition is that social engineering is not exclusively negative
or offensive. One of the outstanding problems of our time is that certain
words have taken on a negative connotation in the vernacular, contrary to
their original meaning. Josef Kirchner, in his book Manipulation: eight
ways to control others (in Hungarian: 4 manipulacio miivészete) describes

! This study is the English version of the presentation delivered at the conference ‘The
Science and Practice of Law Enforcement' held in Pécs 27.06.2024.

2 Hadnagy, Ch. (2011): Social Engineering: The Art of Human Hacking. Wiley Publis-
hing, Indianapolis. 32
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manipulation as follows: ,,In common parlance, it is understood as a
sneaky ruse, a trick by which devious persons crucify others.”

However, social engineering techniques are not only hostile, their use
can also serve the interests of the target, as can be seen in many cases of
everyday life from parents, teachers, and psychologists. The science of so-
cial engineering is as neutral as the science of chemistry, biology, or phy-
sics, and its effects are only positive or negative depending on who uses it
and for what purpose.

Social engineering in everyday life

Social engineering is a multidisciplinary science. At its heart are the fun-
damental theses of sociology and psychology, which form the core of the
discipline, the theoretical basis of the techniques used. However, social
engineering is not only a theoretical, but also a practical science, meaning
that rhetoric, management theory, political science, communication and
media science, and a myriad of other disciplines that serve to build and
maintain purposeful relationships between people are also key components
of it. Police science is no exception to this endless array of disciplines.
When a parent tries to get a child to do their homework; when a teacher
tries to encourage a student to study harder; when an investigator wants to
get details of a case from the person being questioned — they all become
enthusiastic practitioners of social engineering, even if they don’t always
realise it. At its core, social engineering is about the relationship between
two or more people in communication, but knowledge of social engineering
can provide a significant advantage even if one party is merely a ,,receiver”
in the communication model?, unable to take on the role of ,,transmitter”.
When we watch television, this is precisely the kind of one-way communi-
cation pattern that is created, yet we may be able to determine the truthful-
ness of the message being sent, often with the help of the non-verbal cues

3 Kirschner, J. (2023): A manipulécidé miivészete. Lazi Konyvkiado, Szeged. 15
4 Shannon, C.E. — Weaver, W. (1964): The Mathematical Theory of Communication. The
University of Illinois Press, Urbana. 13
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that come from the sender of the message (from the newsreader for
example), which are an integral part of our everyday life.

Social engineering in law enforcement

When examining social engineering in law enforcement, one of the most
important factors is the individuals between whom the relationship is es-
tablished. Is it between two civilians who are unaware of the presence of a
law enforcement officer (for example, during covert surveillance)? Is it bet-
ween a police officer and a civilian (for example, during an interrogation
of witnesses)? Between two commissioned officers (for example, during a
conversation between a superior and a subordinate)? The answers to these
questions are essential to determine which actors may have which status in
the context of social contact, which form of subordination may be estab-
lished between the actors, and which social engineering techniques may be
used to achieve the desired objective.

Social engineering in law enforcement differs from everyday manipu-
lation techniques in one very important aspect, namely that its use is strictly
limited by law. This is particularly the case when a member of the in-
vestigating authority is trying to obtain evidence from the perpetrator of a
crime. If evidence is not obtained lawfully, it cannot be used in a subsequ-
ent trial and may even lead to the termination of the proceedings. For this
reason, the basic requirement for the use of social engineering in law en-
forcement is that the person using the manipulation techniques must be fa-
miliar with the relevant statutes and be able to shape the application of the
techniques so that they are used lawfully.

The body language
Although there is some variation (around 5-7%) between researchers, it is

generally accepted that around two-thirds of our communication is non-
verbal (i.e. we do not convey information by making sounds, words, and
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sentences).> Non-verbal communication is undoubtedly one of the oldest
forms of communication between humans, rarely limited by language bar-
riers, and it is precisely because of this that it is the proper observation and
decoding of these signals that can provide the most valuable information.

For example, the way someone tilts their head when telling a story, the
way their facial expressions change, where they look, how often and for
how long they make eye contact, how they hold their hands, how they
gesture, the position of their feet, etc., can tell you almost perfectly whether
they are telling the truth, what their relationship is to the people in the story,
what their relationship is to their audience, and how tense they are. These
subtle signs can provide information not only for an investigator but also
for patrols at the scene of relationship violence or for border guards trying
to prevent smuggling, who can easily spot the perpetrators and quickly
bring them to justice.

Making psychological contact

Whichever educational literature on forensic issues we examine, “rapport
building” (the rapid and effective establishment and maintenance of trust
between people) is prominent in all of it, and is particularly central to the
interrogation of witnesses and suspects. This is because, as with most social
engineering techniques, the establishment of the necessary relationship bet-
ween the investigators and the interrogated party is of paramount im-
portance to achieve the objectives of the interrogation. Studies have shown
that the average person can form a picture of the other party in the blink of
an eye (6 milliseconds), but in most cases in 30 seconds maximum, even if
their acquaintance has not extended beyond a single glance.® The so-called
“7/11 Rule”, which states that the average person answers 11 questions in
the first 7 seconds of a first encounter, is a popularly used term in marketing
circles and tries to determine a number of highly personal characteristics,

S Pease, B. — Pease, A.(2004): The Definitive Book of Body Language. Pease Internatio-
nal, Australia. 27
® Hadnagy, Ch. (2011): Ibid. 267
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ranging from upbringing through religion to sexual orientation. Although
the renowned and widely cited researcher, Dr Michael R. Solomon has
repeatedly called the “7/11” Rule a mere urban legend and believes that
people use his research to support their own opinions, the “7/11 Rule” is a
great illustration of the many different decisions the human brain can make
in a very short period for the express purpose of minimizing the presence
of unknown variables in an equation.’

It is also well known, especially among those working in commerce and
marketing, that once a first impression has been made, it is difficult to
change, and that a bad first impression needs to be followed by several good
impressions to be overridden. However, for those who are familiar with the
power of first impressions, a properly constructed and planted impression
is more valuable than anything else. An experienced social engineer will
shape his own identity at will, depending on the goal he has in mind, thus
creating the impression he wants to make. On the scale of goals to be achi-
eved the most common extremes used by police officers are the opposite
pairs of “reassurance” and “fear”. The presence of the police can be either
reassuring or frightening.

The ever-classic “good cop, bad cop”, which is a popular practice in
interrogations, is a form of social engineering, which builds its entire ope-
ration around the first impression.® In the well-known trick, the two inter-
rogating officers are in stark contrast to each other; the 'bad cop’ tries to
threaten the person being interrogated, visibly rejects, pigeonholes, and dis-
likes him, while the ‘good cop’ wants to help the person being interrogated,
supports him, is sympathetic to him and protects him from the ‘bad cop’. It
is a natural human reaction that the person being interrogated starts to dis-
like his attacker and becomes friendlier towards his defender, and in many
cases confesses specifically because the ‘good cop’ treated him humanely,

" The Myth of the Seven-Eleven Rule — Manage By Walking Around, Source: https:/jo-
nathanbecher.com/2018/01/07/myth-seven-eleven-rule/

8 Brodt, S.E. — Tuchinsky, M.(2000): Working Together but in Opposition: An Examina-
tion of the “Good-Cop/Bad-Cop” Negotiating Team Tactic. Organizational Behaviour and
Human Decision Processes. Academic Press, Massachusetts. 81(2), 155-177
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fairly, and was understanding. The biggest pitfall of this eternal classic,
however, is that not everyone can fully identify with the role they have been
assigned, so the discrepancies between the mask they put on and their real
identity become visible and the illusion soon dissipates, leading to mistrust
towards both interrogators.

Pretext and legend

The “pretext” is a social engineering technique whereby the social engineer
not only assumes a role but identifies with it as deeply as possible.® Not
only in the way he dresses but in his gait, body language, accent, gestures,
and every external characteristic he tries to match the role. This technique
is, of course, all the more effective the less the actor is distanced from his
real self, since even the slightest deviations can be extremely striking and
discredit the actor.

In the Hungarian literature in the field of criminology, the closest thing
to this technique is the creation of a “legend”, the essence of which is that
a member of the investigating authority, during the course of a soft inquiry,
a covert viewing or a hearing, develops a cover story to conceal the pro-
ceedings, which covers, either in part or in whole, his relationship to the
authorities and the real purpose of his actions.°

Preloading

Preloading is a technique commonly used in marketing to prepare the target
(audience) to receive a stimulus and to guide them toward a particular res-
ponse or emotion. Christopher Hadnagy uses the following example in his
book:

,, You stand in line to buy your $10 movie ticket and are barraged with
a sensory overload of posters of upcoming movies. You stand in line to buy

® Hadnagy, Ch.: Social Engineering (2011): Ibid. 265
10 Nyeste, P. — Szendrei, F. (2019): A biiniigyi hirszerzés kézikonyve. [The Criminal In-
telligence Handbook] Dialog Campus Kiado, Budapest. 100
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your $40 worth of popcorn and drinks, see more posters, and then you push
your way through to get a seat. Finally, when the movie starts you are
presented with a series of clips about upcoming movies. Sometimes these
movies aren’t even in production yet, but the announcer comes on and says,
“The funniest movie since...” or the music starts with an ominous tone, a
dense fog fills the screen, and the voiceover intones, “You thought it was
over in Teenage Killer Part 45....". Whatever the movie is, the marketers
are telling you how to feel — in other words, preloading what you should
be thinking about this movie — before the preview starts. !

However, preloading is a technique that can be seen not only on the ci-
nema screen but also in everyday conversations, because there are some
topics that people don't like to talk about. For example, a financial crisis, a
bad relationship, problems at work, or maybe the death of a relative. To
talk about these things more openly and easily, you first need to “break the
ice” and only after you have relaxed enough, and you do not feel threate-
ned, should you start to talk about them.

Elicitation, the softening

Elicitation means “the subtle extraction of information during an ap-
parently normal and innocent conversation."!? Elicitation is one of the
most powerful social engineering techniques, which, building on the tech-
niques described above, extracts valuable information from the target wit-
hout raising doubts about the social engineer's intentions.

Christopher Hadnagy himself has a high regard for this technique beca-
use it is not simply a matter of one person in a conversation asking questi-
ons from another person, who then answers them. The danger of elicitation
is that it works unnoticed, by distracting the target, by building trust bet-
ween the target and the social engineer.

“Elicitation works so well for several reasons:

11 Hadnagy, Ch.(2011): Ibid. 93-94
12 |bid. 87
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— Most people have the desire to be polite, especially to strangers.

— Professionals want to appear well-informed and intelligent.

— If you are praised, you will often talk more and divulge more.

— Most people would not lie for the sake of lying.

— Most people respond kindly to people who appear concerned about
—  them.”™3

This technique goes back to the oldest human desires, the desire to be
understood, to be listened to, to be heard. So, it is no coincidence that the
US Department of Homeland Security has produced a special leaflet for its
agents to raise awareness of the dangers of this technique and how to detect
and defend against it.!4

Summary

The science of social engineering is an integral part of our everyday lives,
and learning about it is as useful for all of us as learning about table etiqu-
ette or our own culture. Because the theses of this discipline can be applied
by anyone, we cannot say that social engineering is only ‘good' or only
'bad’; its results vary depending on who uses its techniques and for what
purpose.

Because social engineering is the science of social relations between
people, its impact is particularly evident in law enforcement, where prob-
lems affecting society as a whole are as often dealt with as the problems
affecting individual members of society. In my view learning about the sci-
ence and techniques of social engineering can only have a positive impact
on the work of police forces, as it not only allows for the judicious use of
social engineering techniques but also makes people more alert to such
techniques.

13 1bid. 87
14 Elicitation: Would You Recognize It?  Source:https://www.social-engi-
neer.org/wiki/archives/BlogPosts/ocso-elicitation-brochure.pdf
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