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Introduction

The rapid development of digital technology over the past two decades has
fundamentally changed the way society functions. However, alongside the
advantages of the information society, new and previously unknown risks
have also emerged. Crimes committed in cyberspace — collectively referred
to as cybercrime — pose a particular challenge to the criminal justice sys-
tems of Member States, as traditional concepts of crime and principles of
jurisdiction are difficult to apply in a cross-border, decentralised and anon-
ymous environment. Over the past two decades, the European Union has
taken several steps to harmonise the legal systems of its Member States and
strengthen cooperation between law enforcement authorities. However,
combating cybercrime is not merely a legal technicality: it directly affects
the enforcement of fundamental rights, the functioning of the digital econ-
omy and citizens' sense of security. The aim of this study is to present the
development of EU legislation on cybercrime, explore the most important
dogmatic and practical dilemmas, and examine the challenges arising from
the latest EU legal sources, in particular Directive 2017/1934 (NIS 2), Di-
rective 2024/1385 and the draft CSA Regulation on combating the sexual
exploitation of children online.

Conceptual uncertainties and jurisdictional dilemmas
The definition of cybercrime remains a controversial issue in both legal

literature and legislation. The diversity of terminology — ‘cybercrime’,
‘computer crime’, ‘electronic crime’, ‘digital crime’ — indicates the uncer-
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tainty surrounding the concept, which also hinders the uniformity of regu-
lation. Although the Council of Europe's 2001 Budapest Convention at-
tempted to establish uniform terminology, EU and Member State regula-
tions have still not developed a uniform use of terms' . The literature often
distinguishes between cybercrime in the "narrow" and "broad" sense. The
former refers to direct attacks on information systems, such as hacking,
unauthorised access and denial-of-service attacks, while the latter category
includes all acts carried out via a computer or the internet, including online
fraud, child pornography, harassment and hate speech? .

Jurisdictional dilemmas pose an even more complex challenge. The es-
sence of cybercrime is that the elements of the act may be linked to several
states: the perpetrator is located in one country, the server operates in an-
other, and the victim lives in a third state. Traditional principles of jurisdic-
tion — territoriality, nationality — are of limited application in this environ-
ment? .

The European Union first attempted to address this problem in Frame-
work Decision 2005/222/JHA. Article 10 of the Framework Decision es-
tablished several grounds for jurisdiction and introduced rules of priority
for dealing with parallel jurisdictions* . Directive 2013/40/EU, which re-
placed the Framework Decision, further expanded the possibilities for ju-
risdiction: in addition to nationality and territoriality, it allowed jurisdiction
to be established, for example, where the offence was committed against a
legal person registered in a Member State or where the perpetrator was ha-
bitually resident in that Member State’ .

! Council of Europe (2001): Convention on Cybercrime, Budapest. 23 November ETS No.
185

2 Clough, J (2015).: Principles of Cybercrime. Cambridge University Press, pp. 18-24

3 Koops, B.-J. (ed.) (2006): Cybercrime and Jurisdiction. T.M.C. Asser Press, The Hague
4 Council Framework Decision 2005/222/JHA on attacks against information systems, OJ
L 69, 16.3.2005, pp. 67-71

3 Directive 2013/40/EU of the European Parliament and of the Council on attacks against
information systems, OJ L 218, 14.8.2013, pp. 8—14
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However, the practical enforcement of jurisdiction remains difficult.
Access to electronic evidence often requires lengthy international legal as-
sistance procedures, which cannot keep pace with the rapid changes in dig-
ital data. To remedy this, the so-called "e-evidence" package has been cre-
ated, which would give law enforcement authorities direct access to data
stored by service providers® . Although the draft is still in the process of
being adopted, it clearly shows that reconciling effective criminal law en-
forcement and state sovereignty in cyberspace remains an unresolved prob-
lem.

The development of EU regulation

Among the historical precedents for EU regulation against cybercrime, the
Budapest Convention, developed by the Council of Europe in 2001, should
be highlighted first. Although the European Union is not a contracting
party, the document has had a significant influence on Community and
Member State legislation’ . The convention was ground-breaking in defin-
ing unauthorised access to computer data, violation of the integrity of data
and systems, and computer fraud as criminal offences. In addition, it con-
tained detailed procedural provisions that enabled the rapid seizure and
preservation of electronic evidence.

The European Union's first autonomous regulation was Framework De-
cision 2005/222/JHA, which required Member States to take criminal law
measures against attacks against information systems® . The Framework
Decision required Member States to criminalise unauthorised access, data
manipulation and denial-of-service attacks. Although it represented a step

¢ European Commission: Proposal for a Regulation on European Production and Preser-
vation Orders for electronic evidence in criminal matters, COM(2018) 225 final

7 Council of Europe (2001): Convention on Cybercrime, Budapest, 23 November, ETS
No. 185

8 Council Framework Decision 2005/222/JHA on attacks against information systems,
OJL 69, 16.3.2005, 67-71
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towards harmonisation, it had several shortcomings: it did not regulate ag-
gravating circumstances in a uniform manner and paid little attention to
organised crime. A significant innovation was the introduction of rules on
jurisdiction, which established a sequence of priority in cases of parallel
jurisdiction of several states’ .

The Framework Decision was replaced by Directive 2013/40/EU, which
contained more modern and detailed rules!® . The Directive precisely de-
fined the concepts of 'information system' and 'computer data' and extended
the scope of punishable conduct. A new feature was the specification of
aggravating circumstances, in particular where the offence was committed
as part of a criminal organisation or involved critical infrastructure. It also
clarified the rules on jurisdiction, allowing Member States to take action
even if the offence was committed against a legal person registered in their
territory or if the perpetrator was habitually resident there!® .

In addition to criminal law provisions, the European Union has also
sought to establish a comprehensive institutional framework for cyberse-
curity. Directive 2016/1148 (NIS 1) required Member States to introduce
mandatory security requirements and incident reporting obligations for op-
erators of network and information systems!? . However, as implementa-
tion was uneven and the regulation was only applicable to a narrow range
of operators, the system was modernised. This resulted in Directive
2022/2555 (NIS 2), which significantly extended its scope, set uniformly
high security requirements and established the EU-CyCLONe network for
a coordinated response to serious cyber incidents '3 . Another innovation

9 Ibid., Article 10

10 Directive 2013/40/EU of the European Parliament and of the Council on attacks aga-
inst information systems, OJ L 218, 14.8.2013, pp. 8—14

11 Ibid., Article 12

12 Directive (EU) 2016/1148 of the European Parliament and of the Council on security of
network and information systems, OJ L 194, 19.7.2016, pp. 1-30

13 Directive (EU) 2022/2555 of the European Parliament and of the Council on security of
network and information systems, OJ L 333, 27.12.2022, pp. 80—152
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of NIS 2 is the European cybersecurity certification system, which pro-
motes the development of uniform market standards.

In recent years, EU action against cybercrime has also extended to social
phenomena. Directive 2024/1385, for example, specifically mentions
online harassment, which is becoming an increasing problem in the digital
environment, in the context of combating violence against women and do-
mestic violence!* . This marks a shift in EU regulation from narrowly de-
fined IT attacks to addressing cyber threats with social implications.

With regard to the online sexual exploitation of children, the European
Commission has proposed a draft CSA Regulation, which could bring
about a paradigm shift in regulation. The aim of the draft is to make it man-
datory for service providers to identify and remove such content!®> . How-
ever, this raises a conflict of fundamental rights, as the right to protect chil-
dren directly conflicts with the right to privacy and the inviolability of en-
crypted communications. The debate clearly shows that the regulation of
cybercrime is no longer just a law enforcement issue, but also a matter of
fundamental rights and social policy.

Empirical data and overview

Empirical data is essential for assessing EU cybercrime regulation and law
enforcement practices. According to a 2021 Eurostat survey, nearly one-
third of small and medium-sized enterprises reported having experienced a
cyber incident, and a further 32 per cent feared becoming victims of finan-
cial fraud or phishing'¢ . This clearly shows that digital threats affect not
only large companies and public institutions, but also SMEs, which form
the backbone of the economy. The problem is exacerbated by the fact that

14 Directive (EU) 2024/1385 of the European Parliament and of the Council on combating
violence against women and domestic violence, OJ L 202, 24.5.2024, pp. 1-34

15 European Commission: Proposal for a Regulation laying down rules to prevent and
combat child sexual abuse, COM(2022) 209 final

16 Eurostat (2021): ICT Security in Enterprises
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smaller companies have limited resources, often use outdated IT infrastruc-
ture, and their employees are not sufficiently security-conscious. A single
successful cyberattack can be enough to cripple the operations of a me-
dium-sized enterprise, posing a systemic risk to the digital economy as a
whole.

According to the European Union Agency for Cybersecurity (ENISA)
2024 threat report, the most common forms of attack are denial-of-service
(DDoS) attacks, followed by ransomware attacks'” . DDoS attacks are par-
ticularly dangerous because they paralyse the basic functioning of digital
services, while ransomware attacks seriously affect not only economic op-
erators but also public service providers, healthcare institutions and educa-
tion systems. ENISA emphasises that threats have become more profes-
sional, with organised criminal groups and even state-sponsored actors be-
hind them in many cases. According to the report, cybercrime is now a
strategic security challenge for the EU, increasingly targeting critical infra-
structure.

Online harassment has become one of the most serious social problems
in recent years. According to Eurostat data, nearly half of young people
aged 16 to 29 have encountered hateful or hostile messages on the internet'®
. In some Member States, such as Estonia, Denmark, Finland and France,
this proportion exceeded two-thirds, suggesting that the problem is partic-
ularly acute in advanced digital societies. Online harassment can cause psy-
chological damage, self-esteem issues and social isolation, and in extreme
cases can lead to suicide. This phenomenon does not only affect young
people: female politicians, journalists and human rights activists are also
often the targets of organised online attacks, which can undermine the en-
tire democratic discourse.

17 ENISA (2024): Threat Landscape Report 2024. European Union Agency for Cyberse-
curity, Amsterdam
18 Eurostat (2023): Online harassment among young people in the EU
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According to Europol's 2023 report, the sexual exploitation of children
affects the European Union to a significant extent on a global level” .
Based on the report's data, more than 60 per cent of such content is located
within the EU, which clearly indicates shortcomings in regulation and law
enforcement. More than half of young people regularly use online forums
and chat rooms, and one in eight of them are also active on the darknet.
This trend makes them extremely vulnerable to sexual abuse. However, the
sexual exploitation of children is not limited to the online space: in many
cases, relationships formed on the internet lead to physical abuse, and re-
cordings posted on the web cause lifelong trauma for victims due to the
logic that "the internet never forgets".

Empirical data clearly shows that cybercrime poses a threat to the Euro-
pean Union in several dimensions. In addition to economic damage, it also
seriously threatens social cohesion and the enforcement of human rights.
This justifies EU legislation not only thinking in normative terms, but also
responding continuously to experience and real statistical data.

Dogmatic issues and conflicts of fundamental rights

One of the biggest challenges in combating cybercrime is dealing with con-
flicts between fundamental rights. The development of digital technologies
has created situations in which traditional fundamental rights standards
cannot be applied unequivocally. This is particularly true in cases where
the right to security and the protection of privacy directly conflicts with
each other. The example of combating the sexual exploitation of children
illustrates this dilemma well. The European Commission's draft regulation
(CSA Regulation Proposal) submitted in 2022 would require service pro-
viders to identify and remove content depicting the sexual abuse of chil-
dren®® . However, this would also mean that encrypted communications

1 Europol (2023): Internet Organised Crime Threat Assessment (IOCTA)
20 Buropean Commission: Proposal for a Regulation laying down rules to prevent and
combat child sexual abuse, COM(2022) 209 final
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could be filtered, which would fundamentally affect users' rights to privacy
and confidentiality of communication. The debate is not merely technical,
but also theoretical: to what extent is it permissible to restrict private com-
munication in order to protect children?

In order to increase the effectiveness of law enforcement, in 2018 the
European Union proposed the so-called e-evidence package, which would
allow Member State authorities to directly request electronic evidence from
service providers®!' . This proposal offers a solution to efficiency problems
while raising serious concerns from the perspective of the rule of law. If
law enforcement authorities were able to access user data without prior ju-
dicial authorization, this would seriously violate the protection of privacy.

The criminalisation of online harassment also poses dogmatic difficul-
ties. Online harassment has become so widespread in recent years that leg-
islators have been forced to respond. Directive 2024/1385 explicitly men-
tions this phenomenon, the regulation of which, however, requires a deli-
cate balance?? . The protection of human dignity and personal safety re-
quires legal intervention, but the principle of freedom of expression may
impose limits on excessive criminalisation. The key question is to what ex-
tent online expression — even if it is offensive — can be considered an ex-
pression of opinion, and at what point it constitutes conduct that warrants
criminal prosecution. The removal of hate speech and terrorism-related
online content creates further conflicts with fundamental rights. The Digital
Services Act (DSA) obliges service providers to respond quickly to reports
of illegal content, but in practice this carries the risk of excessive content
restriction”? . Service providers often remove questionable content as a pre-

2l European Commission: Proposal for a Regulation on European Production and Preser-
vation Orders for electronic evidence in criminal matters, COM(2018) 225 final

22 Directive (EU) 2024/1385 of the European Parliament and of the Council on combating
violence against women and domestic violence, OJ L 202, 24.5.2024, pp. 1-34

23 Regulation (EU) 2022/2065 of the European Parliament and of the Council on digital
services (Digital Services Act), OJ L 277, 27.10.2022, pp. 1-102
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cautionary measure to avoid sanctions. However, this can lead to unjusti-
fied restrictions on freedom of expression, which can have serious conse-
quences for the functioning of a democratic society.

Another source of dogmatic dilemmas is the relationship between crim-
inal law and technological development. The rigid structures of criminal
law make it difficult to keep up with new types of criminal behaviour
emerging in the digital space. Legislation is a time-consuming process, and
it can take months or years before a new type of crime is regulated. How-
ever, technological innovations often create entirely new methods of attack
within weeks or months. Legislators are constantly lagging behind, while
the requirement for legal certainty continues to demand clarity of norms.
This duality — the tension between flexibility and legal certainty — is one of
the fundamental problems of regulating cybercrime.

Overall, it can be said that EU action against cybercrime requires a con-
stant search for balance from a fundamental rights perspective. Reconciling
the protection of children, respect for privacy, freedom of expression and
the right to security will remain a key issue in the future. It is the task of
the European Union to create a regulatory framework that both guarantees
the fundamental rights of citizens and provides effective tools for combat-
ing cybercrime.

Conclusions and de lege ferenda proposals

Cybercrime poses a challenge to the European Union in terms of law en-
forcement, the economy, society and fundamental rights. Regulatory de-
velopments over the past two decades show that the EU has been able to
respond to new threats in cyberspace, but legislation and law enforcement
continue to face serious dilemmas. The development curve from the Buda-
pest Convention through Directive 2013/40/EU to the NIS 2 Directive
clearly shows the scope of regulation, from classic computer attacks to so-
cially relevant phenomena such as online harassment and child sexual ex-
ploitation. 's experience shows that there are two fundamental directions
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emerging in EU action. On the one hand, there is a need for ever greater
harmonisation of Member States' criminal law, as parallel jurisdictions and
differing Member State regulations hinder effective law enforcement. On
the other hand, regulations aimed at ensuring cybersecurity — in particular
NIS 2 — demonstrate that preventive mechanisms based on institutional co-
operation are at least as important as repressive criminal law responses?* .

In the future, it will be essential for EU regulations to establish uniform
reporting and incident management systems. Without rapid and effective
reporting of cyber incidents, law enforcement and risk management cannot
be effective. Similarly, it is necessary to strengthen coherent cooperation
between Member State institutions, in particular by further expanding the
coordinating role of Europol and Eurojust® .

Addressing conflicts between fundamental rights will also be crucial in
the coming years. The protection of children, respect for privacy, confiden-
tiality of communications and freedom of expression are fundamental
rights that may conflict with each other and between which legislation must
strike a delicate balance. The draft CSA Regulation clearly showed that the
conflict between child protection and the protection of privacy is not
merely theoretical, but very practical in nature®® . Among the de lege
ferenda proposals, the role of restorative justice should be highlighted. Vic-
tims of cybercrime often suffer psychological trauma that cannot be reme-
died by criminal sanctions alone. Harm management mechanisms and re-
storative procedures can contribute to the reintegration of victims, while
also offering offenders an alternative route to reintegration into society. Ul-
timately, the success of the fight against cybercrime depends on the Euro-
pean Union's ability to simultaneously protect fundamental rights and pro-
vide law enforcement authorities with effective tools. The future of regula-
tion will be determined by the harmonisation of normative, institutional and

2 Directive (EU) 2022/2555 of the European Parliament and of the Council on the security
of network and information systems, OJ L 333, 27.12.2022, p. 65

2 Europol (2023): Internet Organised Crime Threat Assessment (IOCTA)

26 Buropean Commission: Proposal for a Regulation laying down rules to prevent and
combat child sexual abuse, COM(2022) 209 final
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social considerations. Cyberspace security can only be guaranteed within a
legal framework that is capable of meeting the requirements of the rule of
law, the protection of fundamental rights and technological realities.

Summary

The article examines the European Union’s legal framework and policy re-
sponses to cybercrime, highlighting both the historical development and
the present challenges of regulation. The study first addresses the concep-
tual uncertainties surrounding the definition of cybercrime and the jurisdic-
tional dilemmas arising from the inherently transnational nature of digital
offences. It then provides an overview of the evolution of EU legislation,
from the Council of Europe’s 2001 Budapest Convention, through the
2005/222/JHA Framework Decision and the 2013/40/EU Directive, to the
more recent regulatory measures such as the NIS 2 Directive, the 2024 Di-
rective on combating violence against women, and the draft CSA Regula-
tion. Drawing on empirical data from Eurostat, ENISA and Europol, the
paper illustrates the concrete social, economic and security risks posed by
cybercrime, with particular emphasis on the vulnerability of SMEs, the rise
of online harassment, and the alarming prevalence of child sexual exploi-
tation material within the Union. The analysis further explores the funda-
mental rights dilemmas created by EU responses, such as the tension be-
tween child protection and the right to privacy, or between freedom of ex-
pression and the obligation of online platforms to remove harmful content.
The study concludes that the European Union faces a constant balancing
act between ensuring effective criminal justice responses and safeguarding
fundamental rights. Future reforms should strengthen coherence among
Member States, improve reporting and incident management mechanisms,
and integrate restorative justice elements to address the victimological di-
mensions of cybercrime. Only a comprehensive approach, combining nor-
mative, institutional and social considerations, can provide sustainable so-
lutions to the challenges of cybercrime in the digital era.
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