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Digital threats: trust and manipulation in cyberspace 
 

“Because nothing is as easy to sell as hope.” (S. Márai) 

 

Introduction 

 

The rapid development of the online space affects every segment of soci-

ety: economic life, communication, public services, and of course the world 

of crime too. The spread of the internet and the everyday use of smart de-

vices have made it possible for an ever-greater part of people’s lives to be 

transferred into the digital space. This change brought advantages of con-

venience, but at the same time also created new risks. Online frauds have 

by now spread to such an extent that they affect not only individual victims, 

but also represent a significant economic, social, and security policy prob-

lem. 

According to the Internet Organised Crime Threat Assessment (IOCTA) 

2025 report of Europol, data has become the central element of digital 

crime, which by now has grown into one of the most important commodi-

ties on the online black market. Criminals are continuously developing 

their methods, and are applying artificial intelligence (AI)-based tools more 

and more frequently, with which they generate communications that appear 

authentic, or even create deepfake contents.1 The application of AI has not 

only increased the number of attacks, but also their sophistication and effi-

ciency, thereby raising users’ vulnerability to an unprecedented level. 

 
1 Europol: Internet Organised Crime Threat Assessment (IOCTA) 2025  

Available at: https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-

deal-repeat-IOCTA_2025.pdf 

Accessed: 30.05.2025 

https://doi.org/10.53304/PS.2025.3-4.08
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Steal-deal-repeat-IOCTA_2025.pdf
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In Hungary, on 1 October 2023, the police launched the Matrix Project, 

one of the most important results of which was the establishment of a na-

tionwide cyber-investigation unit called Kiber300. The task of the unit is 

to conduct procedures related to online fraud, to dismantle the perpetrator 

circles involved, as well as to provide specialised training for investigators 

and to ensure the necessary technological background.2 In addition, the Cy-

berShield (KiberPajzs) programme was also established, the aim of which 

is to provide the population with up-to-date information on newly spread-

ing forms of fraud, and thereby to promote prevention. 

Online frauds represent one of the most serious security challenges of 

our days. The complexity of the problem lies in the fact that technological 

development and the adaptive capacity of crime proceed almost hand in 

hand, and thus law enforcement authorities must continuously keep pace 

with the changes. 

 

Historical Overview 

 

The history of online fraud is closely intertwined with the development of 

the internet and the spread of digitalisation. At the beginning of the 2000s, 

the first mass fraud attempts launched from abroad also appeared in Hun-

gary, the most well-known of which were the so-called “Nigerian letters.” 

In these messages, the perpetrators promised the victims a significant 

amount of money, inheritance, or lottery winnings in exchange for the prior 

transfer of smaller “administrative costs.” Although the method may seem 

primitive, many people were nevertheless deceived, because at that time 

the majority of society had not yet encountered the concept of online fraud 

and did not possess sufficient digital awareness. 

In the following years, the forms of online fraud constantly expanded: 

in addition to simple e-mail approaches, abuses committed on marketplaces 

 
2 Matrix projekt for cybersecurity 20.10.2023  

Available at: https://www.police.hu/hu/hirek-es-informaciok/legfrissebb-hireink/zsaru-

magazin/matrix-projekt-a-kiberbiztonsagert  

Accessed: 30.05.2025 

https://www.police.hu/hu/hirek-es-informaciok/legfrissebb-hireink/zsaru-magazin/matrix-projekt-a-kiberbiztonsagert
https://www.police.hu/hu/hirek-es-informaciok/legfrissebb-hireink/zsaru-magazin/matrix-projekt-a-kiberbiztonsagert
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and auction platforms became increasingly common. Kollár’s research also 

points out that fraudsters consciously build on the psychological weak-

nesses of victims, particularly on trust and on the hope of quick profit.3 

In the 2010s, frauds stepped to a new level. Banking phishing e-mails 

appeared, which tried to obtain users’ login data by copying the appearance 

of domestic financial institutions. In many cases, users were unable to dis-

tinguish the forged pages from the real banking interfaces, thus significant 

losses occurred. At this time, the Hungarian police also increasingly en-

countered online crimes, and the authorities had to adapt to the rapidly 

changing environment. 

In the 2020s, the nature of online fraud once again changed significantly. 

Criminals combined classical methods (for example, e-mail phishing) with 

modern technologies, thus targeted spear phishing attacks appeared, in 

which the perpetrators collected information about the victim in advance 

and then contacted them with personalised messages. With the spread of 

artificial intelligence, it also became possible to create deepfake video calls, 

during which the perpetrators imitated the voices and faces of real persons, 

thereby creating situations that seemed authentic. 

In Hungary, in parallel with all this, QR code phishing attacks also ap-

peared. Fraudsters placed fake QR codes, for example on parking meters, 

which, after scanning, directed the victim to a phishing website. This 

method is particularly dangerous, because it exploits the trust associated 

with QR codes, and victims often cannot verify the authenticity of the link 

behind the code.4 

Overall, it can be said that the historical development of online fraud 

clearly shows: perpetrators always adapt to new technologies and to the 

social environment. 

 
3 Kollár, Cs. (2018): Key features of online frauds in Hungary. Analysis of relevant crimi-

nal cases committed between 2013 and 2016, Internal Affairs Review 2018/10., pp. 56-70 
4 ”Warning! A new type of fraud is spreading at parking meters.” 17.03.2025 

Available at: https://kiberpajzs.hu/hirek/figyelem-uj-csalasi-modszer-terjed-a-parkoloau-

tomataknal-legyen-ovatos-figyelmeztetes  

Accessed: 30.05.2025 

https://kiberpajzs.hu/hirek/figyelem-uj-csalasi-modszer-terjed-a-parkoloautomataknal-legyen-ovatos-figyelmeztetes
https://kiberpajzs.hu/hirek/figyelem-uj-csalasi-modszer-terjed-a-parkoloautomataknal-legyen-ovatos-figyelmeztetes
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Modus Operandi 

 

One of the most characteristic features of online fraud is that the methods 

of commission are continuously developing and adapting to technological 

possibilities. The spread of the internet and mobile communication, as well 

as the advance of digital financial services, created new attack surfaces to 

which criminals quickly reacted. 

In the past two decades, the nature of fraud has significantly trans-

formed. In the early years, simpler, mass-sent e-mails dominated, the aim 

of which was to reach as many people as possible and, although at a low 

rate, to cause financial damage on a large scale. In recent years, however, 

targeted attacks have come increasingly to the forefront, applying much 

more sophisticated psychological and technological tools. 

In addition to classic e-mail phishing, scams spreading on social media 

platforms, fake prize games, and romance frauds have also appeared. In 

these cases, perpetrators attempted through emotional manipulation to get 

victims to transfer money or share their personal data. Romance frauds par-

ticularly affected older, lonely people, and in many cases caused significant 

financial damage. 

In the 2020s, with the further advance of digitalisation, criminals no 

longer attacked only through e-mails and social media, but also in the form 

of telephone calls and SMS messages. In the methods known as smishing 

(SMS phishing) and vishing (voice phishing), the perpetrators pretended to 

be bank clerks, authority officials, or representatives of courier services. 

Victims were often induced through fear-mongering to hand over confiden-

tial data or to carry out money transfers.5  

Online frauds have long surpassed the level of individual perpetrators. 

Today, in many cases, criminal organisations stand in the background, op-

 
5 Europol: Internet Organised Crime Threat Assessment (IOCTA) 2023  

Available at: https://www.europol.europa.eu/cms/sites/default/files/docu-

ments/IOCTA%202023%20-%20EN_0.pdf  

Accessed: 30.05.2025 

https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA%202023%20-%20EN_0.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/IOCTA%202023%20-%20EN_0.pdf
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erating with a well-organised structure and division of labour. In its inter-

national operation called “First Light” launched in 2024, Interpol arrested 

3,950 perpetrators in 61 countries and seized assets worth about 257 million 

US dollars, which clearly shows the global dimension of the problem.6 

Cryptocurrencies, such as Bitcoin, Ethereum, or Monero, have become 

especially favoured tools of online fraudsters. The reason for this is that 

transactions are fast, decentralised, and provide a certain degree of ano-

nymity. Although blockchain technology is traceable, with the help of cryp-

tocurrencies perpetrators are often able to hide the origin and path of 

money. 

A particularly worrying development is the spread of deepfake technol-

ogy, which makes possible the manipulation of audio and video recordings. 

In 2024 in Hong Kong, the financial director of a multinational company 

was deceived in this way and induced to transfer 25 million dollars.7 The 

danger of the method lies in the fact that for the victim the forged video 

appears almost completely convincing. 

Artificial intelligence has fundamentally changed the nature of online 

fraud. With the help of AI, perpetrators are able to generate authentic com-

munications, process large amounts of data, and launch personalised at-

tacks. According to a 2025 study by TechRadar, more than half of security 

experts experienced AI-generated social engineering attacks, and the num-

ber of deepfake frauds directed against executives increased by 51 percent 

in a single year.8 

 
6 Interpol: USD 257 million seized in global police crackdown against online scams 

27.06.2024  

Available at: https://www.interpol.int/News-and-Events/News/2024/USD-257-million-

seized-in-global-police-crackdown-against-online-scams  

Accessed: 30.05.2025 
7 Company worker in Hong Kong pays out £20m in deepfake video call scam  

Available at: https://www.theguardian.com/world/2024/feb/05/hong-kong-company-de-

epfake-video-conference-call-scam 05.02.2024  

Accessed: 30.05.2025 
8 Addressing the new executive threat: the rise of deepfakes 

https://www.interpol.int/News-and-Events/News/2024/USD-257-million-seized-in-global-police-crackdown-against-online-scams
https://www.interpol.int/News-and-Events/News/2024/USD-257-million-seized-in-global-police-crackdown-against-online-scams
https://www.theguardian.com/world/2024/feb/05/hong-kong-company-deepfake-video-conference-call-scam%2005.02.2024
https://www.theguardian.com/world/2024/feb/05/hong-kong-company-deepfake-video-conference-call-scam%2005.02.2024
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International Dimension 

 

By their very nature, online frauds do not recognise national borders. Per-

petrators often live on a different continent from their victims, and the fi-

nancial systems or cryptocurrency exchanges used in transactions also con-

duct operations through several countries. This global nature makes the 

work of law enforcement authorities particularly difficult, since investiga-

tions require international cooperation. 

According to the 2023 report of the Internet Crime Complaint Center 

(IC3), operating within the FBI in the United States, the losses resulting 

from reported cybercrimes exceeded 12 billion US dollars.9 The greatest 

damage was caused by Business Email Compromise (BEC) type frauds, 

when perpetrators, using falsified or hacked e-mail accounts, instructed the 

financial departments of companies to make transfers. 

In the European Union, Europol publishes the Internet Organised Crime 

Threat Assessment (IOCTA) report every year, which analyses in detail the 

continent’s cyber threats. The 2024 edition highlighted that frauds con-

nected to cryptocurrencies, ransomware attacks, and deepfake scams car-

ried out with the use of artificial intelligence represent the greatest chal-

lenges for European law enforcement authorities.10 

The international operations of Interpol also clearly illustrate the scale 

of the problem. In the already mentioned “First Light 2024” operation, 

thousands of police officers cooperated worldwide, and several hundred 

 
Available at: https://www.techradar.com/pro/addressing-the-new-executive-threat-the-

rise-of-deepfakes  

Accessed: 30.08.2025 
9 FBI (2023): Internet Crime Report 2023  

Available at: https://www.ic3.gov/AnnualReport/Reports/2023_IC3Report.pdf 

Accessed: 30.05.2025 
10 Europol (2024): Internet Organised Crime Threat Assessment (IOCTA) 2024  

Avialable at: https://www.europol.europa.eu/cms/sites/default/files/documents/Inter-

net%20Organised%20Crime%20Threat%20Assessment%20IOCTA%202024.pdf  

Accessed: 30.05.2025 

https://www.techradar.com/pro/addressing-the-new-executive-threat-the-rise-of-deepfakes
https://www.techradar.com/pro/addressing-the-new-executive-threat-the-rise-of-deepfakes
https://www.ic3.gov/AnnualReport/Reports/2023_IC3Report.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet%20Organised%20Crime%20Threat%20Assessment%20IOCTA%202024.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Internet%20Organised%20Crime%20Threat%20Assessment%20IOCTA%202024.pdf
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organised criminal networks were dismantled.11 This example clearly 

shows that effective action requires rapid information exchange built on 

trust between member states. 

It can be stated that online frauds must be treated as a global phenome-

non. No single country is capable of providing effective protection on its 

own, therefore international cooperation is of key importance. This means 

not only the exchange of information and joint operations between law en-

forcement authorities, but also legal harmonisation, the coordination of reg-

ulations, and joint research and development programmes. 

 

Criminological Analysis – The Psychology of Victimisation 

 

The key to the success of online fraud is to be found not only in the tech-

nological background, but also in human factors. According to criminolog-

ical studies, one of the most important weapons of perpetrators is decep-

tion, for which they apply psychological manipulation, fear-mongering, or 

the exploitation of the victim’s emotions.12 The essence of social engineer-

ing is that perpetrators attack human gullibility and trust instead of techno-

logical systems, since even the most secure IT system is vulnerable if the 

user voluntarily gives away their data. 

Based on research, a difference can be observed in the propensity to be-

come a victim among different age groups. Members of the older genera-

tion are typically less experienced in the digital world, and thus more prone 

to fall for telephone or e-mail scams which arrive in the name of authorities 

or bank employees. In contrast, younger, more technologically skilled users 

are rather the targets of scams spreading on social media, such as fake prize 

games and investment offers. 

 
11 Operation First Light Seizes $257m in Global Scam Bust 27 June 2024 

Avialable at: https://www.infosecurity-magazine.com/news/operation-first-light-seizes  

Accessed: 30.05.2025 
12 Lieutenant Christopher (2010): Social Engineering: The Art of Human Hacking, Wiley, 

Hoboken.14 

https://www.infosecurity-magazine.com/news/operation-first-light-seizes
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Trust plays an important role in the psychology of victimisation. People 

are fundamentally inclined to believe communications that appear official, 

especially if they create a pressing situation. Fraudsters often use the tactic 

of placing the victim under time pressure (“transfer immediately, otherwise 

your account will be blocked”), thereby minimising the time available for 

suspicion.13 In addition to urgency, another effective method is when per-

petrators create fear, for example by threatening the victim with police pro-

cedures or tax authority fines. 

Another widespread tactic is emotional involvement. Romance scams 

are typical examples of this, when perpetrators build a trust-based relation-

ship with the victim over several months, and then ask for financial support. 

Victims of romance scams often form an idealised image of their online 

partner, and are unwilling to recognise the signs of fraud even when their 

environment warns them. 

The appearance of artificial intelligence has raised psychological ma-

nipulation to a new level. AI is capable of creating audio and video mate-

rials that are almost completely convincing, so victims often fall for them 

even if they were previously security-conscious. According to a 2024 sur-

vey by Entrust, deepfake attacks occur on average every five minutes 

worldwide, and in most cases they successfully influence the decision-mak-

ing of the targeted person.14 The effectiveness of manipulation is greatly 

increased by influencing the emotional state: perpetrators consciously use 

the tools of fear and trust-building while also exploiting the cognitive load 

of victims.15 Research has also shown that the success of deception in 

 
13 Lea, S – Fischer, P. – Evans, K.M. (2009): The psychology of scams: Provoking and 

committing errors of judgement. Office of Fair Trading (OFT), London. p.  22 
14 Rise of Sophisticated Fraud and Deepfakes at Scale 22 November 2024  

Available at: https://www.entrust.com/blog/2024/11/rise-of-sophisticated-fraud-and-de-

epfakes-at-scale 

Accessed: 30.05.2025 
15 Jagodics, I. –Kollár, Cs.(2023): Social engineering attacks of the 21th century, defence 

and organisational effects in Europe, Internal Affairs Review, 2023/2, pp. 233–255 
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online frauds is based not only on technical methods, but also on the psy-

chological vulnerability and decision-making patterns of victims. The anal-

ysis of domestic cases between 2013 and 2016 also pointed out that fraud-

sters consciously build on people’s tendency to trust, as well as on the at-

tractiveness of the promise of quick financial gain.16 

From a criminological point of view, online frauds are therefore not only 

technical, but also psychological phenomena. To understand victimisation, 

it is indispensable to thoroughly analyse human behaviour, trust, and ma-

nipulation techniques. This also forms the basis of prevention, since the 

raising of awareness in society, awareness-raising campaigns, and educa-

tion play a key role in preventing frauds. 

 

New Tools in Criminalistics 

 

The detection and proof of online fraud is an especially complex task, since 

a significant part of these crimes is cross-border in nature, perpetrators of-

ten use the infrastructure of several countries, and cryptocurrencies are ap-

plied during transactions. Therefore, the success of investigations greatly 

depends on the technical background, the training of experts, and the effec-

tiveness of international cooperation. 

Digital forensic tools play a key role in proving online frauds. These 

make possible the recovery of deleted data, the breaking of encrypted con-

tents, as well as the analysis of system logs.17 Modern forensic laboratories 

are capable of examining entire hard drives, mobile phones, and cloud ser-

vices, during which they find traces of the perpetrators’ communications, 

financial movements, and technical devices. 

During investigations, special analytical software is also often applied, 

such as Maltego or Analyst Notebook, with the help of which relationship 

networks and transaction chains can be mapped. These programs display 

 
16 Kollár, Ibid. 
17 Casey, E. (2011): Digital Evidence and Computer Crime. Academic Press, San Diego., 

pp. 55–63 
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data through visual diagrams, thus the criminal structures become easier 

for investigators to understand. The literature highlights that classic intelli-

gence tools – such as Open Source Intelligence (OSINT)18 or SOCMINT19 

– can be applied especially effectively in cyberspace, and open up new pos-

sibilities during investigations.20 Other studies emphasise that open-source 

data – for example, information originating from social media – can not 

only assist rapid information gathering in criminal procedures, but in cer-

tain cases also the substantiation of evidence.21 

The tracing of cryptocurrency has become an especially important field 

in recent years. Although the decentralised system of cryptocurrencies 

makes investigations more difficult, blockchain analysis tools developed 

by Chainalysis and Elliptic make possible the tracing of transactions and 

the identification of money laundering processes.22 While these tools are 

not able in every case to reveal the final beneficiary, they provide signifi-

cant assistance in identifying perpetrators. 

International cooperation is also of key importance. Europol’s SIRIUS 

project, for example, makes it possible for member states to quickly request 

data from foreign providers, such as social media companies or e-mail ser-

vice providers. This is particularly important, since evidence is often ac-

cessible only for a short time, and without rapid data preservation requests 

they may easily be destroyed. 

 
18 obtaining data available from public sources, processing it into information, and provi-

ding it to the customer in the form of knowledge 
19 information gathering method using social media websites 
20 Dobák, I. –Tóth, T.(2021): Old methods in cyber space? (CYBER-HUMINT, OSINT, 

SOCMINT, Social Engineering). Europe Internal Affairs Review, 2021/2., pp. 195–212 
21 Tóth, M.M.(2024): Some challenges of digitalization in criminal proceedings. Internal 

Affairs Review, 2024/2., pp. 185–210 
22 Chainalysis (2023): Crypto Crime Report, February 2023  

Available at: https://hkibfa.io/wp-content/up-

loads/2023/02/Crypto_Crime_Report_2023.pdf  

Accessed: 30.05.2025 

https://hkibfa.io/wp-content/uploads/2023/02/Crypto_Crime_Report_2023.pdf
https://hkibfa.io/wp-content/uploads/2023/02/Crypto_Crime_Report_2023.pdf
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In Hungary, a significant development of the investigative toolkit was 

the introduction of the DANTE system (Digital Data Analysis and Investi-

gation Support Unit). Its aim is the rapid identification and blocking of 

money transfers originating from crimes. The essence of the system is that 

banks send real-time notifications about suspicious transactions, and the 

police have four working days to take the necessary measures.23 

Closely connected to this is the Central Fraud Filtering System (KVR), 

introduced by the Hungarian National Bank. The KVR performs risk as-

sessment of transactions within the GIRO system with the help of artificial 

intelligence, and makes it possible for banks to filter out suspicious trans-

fers.24 One of the greatest advantages of the system is that it collects and 

analyses data at a central level, and thus is capable of identifying patterns 

of fraud much more effectively than the independent systems of individual 

banks. 

Overall, it can be said that the continuous development of investigative 

and criminal tactical tools is indispensable for effective action against 

online frauds. The combined application of digital forensics, special ana-

lytical software, cryptocurrency analysis technologies, as well as interna-

tional and domestic cooperation mechanisms may provide a solution 

against the increasingly sophisticated methods of criminals. 

 

Prevention and Recommendations 

 

The fight against online fraud cannot be limited exclusively to repressive 

steps, that is, to investigation and the bringing of perpetrators to justice. 

 
23 DANTE 4 October 2024  

Avialable at: https://www.police.hu/hu/hirek-es-informaciok/legfrissebb-hireink/helyi-

hirek/dante  

Accessed: 30.05.2025 
24 Central bank uses artificial intelligence to combat financial cybercrime 1 July 2025 

Available at: https://www.mnb.hu/sajtoszoba/sajtokozlemenyek/2025-evi-sajtokozleme-

nyek/mesterseges-intelligenciat-vet-be-a-jegybank-a-penzugyi-kibercsalasok-visszaszo-

ritasaert  

Accessed: 01.07.2025 

https://www.police.hu/hu/hirek-es-informaciok/legfrissebb-hireink/helyi-hirek/dante
https://www.police.hu/hu/hirek-es-informaciok/legfrissebb-hireink/helyi-hirek/dante
https://www.mnb.hu/sajtoszoba/sajtokozlemenyek/2025-evi-sajtokozlemenyek/mesterseges-intelligenciat-vet-be-a-jegybank-a-penzugyi-kibercsalasok-visszaszoritasaert
https://www.mnb.hu/sajtoszoba/sajtokozlemenyek/2025-evi-sajtokozlemenyek/mesterseges-intelligenciat-vet-be-a-jegybank-a-penzugyi-kibercsalasok-visszaszoritasaert
https://www.mnb.hu/sajtoszoba/sajtokozlemenyek/2025-evi-sajtokozlemenyek/mesterseges-intelligenciat-vet-be-a-jegybank-a-penzugyi-kibercsalasok-visszaszoritasaert
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Prevention is at least as important. International and domestic experiences 

show that raising awareness in society, education, and the involvement of 

the civil sphere play a prominent role in reducing the number of victims.25 

In Hungary, the CyberShield (KiberPajzs) programme plays a prominent 

role in the prevention of online fraud. The programme was established 

through the cooperation of the Hungarian National Bank, the police, the 

banking sector, and several civil organisations, and its aim is to continu-

ously warn the population about newly spreading fraud methods. The cam-

paign regularly issues informative materials in plain language, and seeks to 

reach all age groups of the population through both online and offline plat-

forms. 

Another key tool of prevention is education. In several European coun-

tries – for example in Estonia and Finland – the development of digital 

security awareness is already part of the school curriculum, during which 

children learn to recognise suspicious e-mails, links, and messages.26 It 

would also be justified to introduce this more widely in Hungary, since the 

young generation, as digital natives, is particularly exposed to the dangers 

of cyberspace. 

Media campaigns also play an important role in increasing social aware-

ness. In the United Kingdom, for example, the campaign called “Take Five 

to Stop Fraud” encourages the population to stop, think, and check the 

source before every suspicious transaction. Such initiatives contribute to 

citizens having greater self-defence capabilities against fraud. 

At the international level, strategic partnership between law enforce-

ment agencies, financial institutions, and technology companies is of prom-

inent importance. Effective action against online fraud is inconceivable 

without close cooperation between banks, social media platforms, and in-

ternet service providers with the authorities. Several projects of the Euro-

 
25 Wall, D.S.(2015): Cybercrime and Society, Polity Press, Cambridge. pp. 101–105 
26 (2022): Organisation for Economic Co-operation and Development (OECD): Digital 

Security and Resilience in Education Systems, Paris. pp. 14–16 
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pean Union – for example the No More Ransom initiative – are built pre-

cisely on this partnership, and in recent years have helped thousands of 

victims recover their data after ransomware attacks.27 

The development of the legislative environment is also indispensable. 

Despite the continuous changes and reactions of the normative background, 

it is often lagging behind compared to the technological dynamism of 

crime. Perpetrators adapt quickly to existing regulations; therefore, legisla-

tors must also provide continuously up-to-date responses. This not only 

means the creation of new criminal categories, but also the fine-tuning of 

existing legislation, for example in the areas of combating money launder-

ing, data protection, or the regulation of cryptocurrencies. Particularly im-

portant is the flexibility of legislation, as well as that law enforcement au-

thorities and courts also possess up-to-date expertise in the interpretation 

of the phenomena of digital crime. 

In summary, it can be stated that prevention rests on several pillars: the 

broad dissemination of information to the population, the strengthening of 

education, media campaigns, international and domestic partnerships, as 

well as continuous legislative adaptation. Only the combined enforcement 

of these can ensure that society is able to act effectively against online 

fraud. 

 

Summary 

 

In the past two decades, online fraud has become one of the most dynami-

cally developing areas of crime. The simpler, mass-sent e-mails at the be-

ginning have by now been replaced by sophisticated, targeted attacks, dur-

ing which perpetrators apply not only technological but also psychological 

tools. 

 
27 Europol IOCTA (2023) Ibid. 
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The methods are continuously changing: besides phishing, smishing, 

and vishing, today the greatest challenges are posed by deepfake contents 

generated by artificial intelligence and frauds built on cryptocurrencies.28 

In Hungary, the Matrix Project, the DANTE system, and the Central 

Fraud Filtering System are important steps towards effective action, yet due 

to the adaptability of criminals, defence must also continuously evolve. Co-

operation between the police, financial institutions, and civil society is in-

dispensable both in prevention and in investigation. 

At the international level, the reports of Europol, Interpol, and the FBI 

clearly show that online frauds represent a global threat. Without joint ac-

tions and cross-border information exchange, law enforcement authorities 

would have almost no chance against organised criminal networks. It has 

also become clear that the legislative environment must be flexible and up-

to-date, otherwise perpetrators quickly exploit legal loopholes. 

From a criminological point of view, the psychology of victimisation 

points out that technological protection alone is not sufficient. Increasing 

the security awareness of society, the training of users, and awareness-rais-

ing campaigns are at least as important as technical and legal tools. Victims 

often make mistaken decisions under the effect of trust, fear, or urgency, 

which could be prevented through proper information and education. 

One of the greatest challenges of the future is artificial intelligence. 

While AI can be an effective tool in the prevention of frauds and in the 

recognition of suspicious patterns, at the same time it has also become a 

strong weapon in the hands of perpetrators. Therefore, legislators, technol-

ogy companies, and law enforcement authorities must jointly develop so-

lutions that create a balance between protection and freedom. 

Overall, it can be stated that the fight against online fraud is a never-

ending process, which requires constant adaptation. The key to success lies 

 
28 Europol (2024): Internet Organised Crime Threat Assessment (IOCTA) – challenges 

of AI and cryptocurrency-based fraud. 
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in a complex approach: in technological development, international coop-

eration, continuous updating of the legal environment, and the strengthen-

ing of social awareness. Only the combined enforcement of these can en-

sure that digital development will mean an advantage, and not cause dam-

age. 


